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Abstract. In August 1999, Knudsen and Meier proposed an attack to
the block cipher RC6 by using correlations derived from y? tests. In
this paper, we improve the attack and apply this method to the block
cipher RC5 and simplified variants of RC6, and show some experimental
results. We show this approach distinguish the random permutation and
RC5 with of up to 20 rounds by using chosen ciphertexts attack. We also
show our approach for deriving the last round key of up to 17 rounds
RC5 by using chosen plaintext attack. Moreover, we show full rounds
RC5 with some weak key can be broken by using lesser complexity than
that of the exhaustive search. Additionally, this method can be applicable
to simplified variants of RC6, that is, RC6-INFR, RC6-NFR, RC6-1, we
observe the attack to these block ciphers.

1 Introduction

RC5 is a block cipher designed by R.Rivest in 1994 [10]. One of the reason that
many cryptographers were interested in cryptanalysis of RCH comes from its
simple structure.

Kaliski and Yin evaluated RC5 with respect to differential and linear crypt-
analysis [3]. The paper shows that linear cryptanalysis is applicable for versions
of RC5 with a small number of rounds. Moriai et al., found some weak key
against linear attack [9]. An improvement of Kaliski and Yin’s attack by a fac-
tor of up to 512 was given by Knudsen and Meier [4]. Biryukov and Kushilevitz
proposed drastic improvement of the previous results due to a novel practical
differential approach [1]. Their attack requires 2* chosen plaintexts which is
smaller than complexity of exhaustive key search. In their approach, they study
more complex differentials than in previous works, and defined a more general
notation, so called “good pair,” with respect to data dependent rotations. In
their method, good pairs were searched by using Hamming weights of differ-
ences for each round, then the key of last round were derived. Their attacking
algorithm, however, is rather complicated and it does not seem so easy to dis-
tinguish good pair and others correctly, because of influences of addition of key
to the hamming weights of differentials.
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In August 1999, Knudsen and Meier posted to the internet news an infor-
mation of their new paper dealing with cryptanalysis of RC6 [6]. In the paper,
they used extremely different technique from the previous approach, that is, cor-
relations obtained from y? test. In their approach, for fixing each of the least
significant five bits in some words of plaintexts and investigate the statistics of
the 10-bit integer obtained by concatenating each of the least significant five bits
in some words of ciphertexts. To measure the effect of the distribution of the
target bits, they forced the values of 10 bits by taking appropriate plaintexts
and they computed the y?-value of the 10 bit integers, then they compaired to
x2-distribution with 1023 freedom, and distinguished RC6 from a random per-
mutation. They estimated from systematic experimental results that version of
RC6 whose round is reduced can be distinguished from a random permutation.
Moreover, they constructed a key-recovery method for RC6 with up to 15 rounds
which is faster than exhaustive key search.

In this paper, we improve the Knudsen and Meier’s attacking algorithm ob-
tained from y? tests, and apply this to the RC5 encryption algorithm. Then
we show the experimental results of attacking the RC5 with reduced rounds.
Our computatinal experiments show that RC5 with up to 20 half rounds can be
distinguished from a random permutation by using 2°* chosen ciphertext. More-
over, we show that full round RC5 with a weak key which is available one in 2%°
keys is distinguishable from random permutation with less than complexity of
exhaustive key search.

Furthermore, we construct an algorithm for key recovery using the correlation
and show the computational experiments. From our experiments, we conclude
that the last round key of RC5 with up to 17 half rounds, or RC5 with up to full
round with respect to a weak key can be recovered by using 2°* chosen plaintext
attack with success probability 80%.

At last, we observe the strength of the simple variants of RC6 demonstrated
in [2], that is RC6-INFR, RC6-NFR and RC6-I, against our improved attacking
algorithms. Then we show RC6-INFR, RC6-NFR with up to 19 rounds, and RC6-
I with up to 15 rounds are breakable for our improved distinguishing algorithm.
Moreover we show full round RC6-INFR, RC6-NFR with respect to a weak key
existing in a ratio of one to 2*® are breakable by using our distinguishing attack.

2 Preliminary

In this section, we note some notations and definitions. At first, we recall the
x? tests for distinguishing a random sequence taking from uniform distribution
and non-random sequence. (See [6, 7].)

Proposition 2.1 Let A be a set {ag,...;am—1} Let X = Xo, ..., Xpn_q be in-
dependent and identically distributed random wvariables taking from the set A
uniformly. Let Ny, (X) be the cardinality of variables in X which is equal to a;.
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Fig.1. RC5 encryption algorithm
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Figure 1 shows RC5H encryption algorithm. We define the following notations.
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Fig. 2. Success probability of recovering 5 bits of key by using modified Knudsen,
Meier’s approach
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[Special Criterion]

1gure 3 shows that the success probability of the Algorithm 5.2 for rounds
6 and 8 obtained from 100 times of computer experiments. Each of success_8
and success_8 means the probability that the answers of 5 bits is correct, for 6
rounds attack and 8 rounds attack, respectively, nearly 6 and nearly_8 means
the probability that difference of answer and correct value is at most +1.
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Fig. 3. Success probability of recovering 5 bits of the last round key
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In this case, from Figure 3, we can derive
e success probability 80%.
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Fig. 4. Variants of RC6
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We remark that further improvement of this attack will be considerd. It
may be also interesting that the similar attacks can be applicable or not to
another type of block cipher, for example MARS. Furthermore, it still remain
some important problem of how to protect or design block ciphers to be secure,
especially to have provable security, against the attacks by using y? statistics,
but these are future works.
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