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PUBLIC-KEY CRYPTOSYSTEM BASED ON THE
DIOPHANTINE EQUATIONS
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Abstract — This study analyses the mathematical aspects
of diophantic equations and the potential of using them in
cipher public-key systems. There are also presented the
algorithms written in C language that were used for
implementing such a system
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I. INTRODUCTION
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Il. THE UNDERLYING MATHEMATICS

Let w be some positive integer and the domain D be a set
of positive integers in the range of [0, w].

1) Pimod g; = R;, and
2) Pymodgi=0ifi=j.
Since qy's are pairwise relatively primes, one solution for
Py's satisfying the above two conditions is that P = Qib;
with
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(ax/b+a) <x. @)
‘Combining (6) and (7), we have that
a[x/b <x ifx = ab/(b-a). ®)

That is, x=ab / (b-a) is satisfied. By applying Lemma 2.1,

Lemma 2.3:

Let m;'s, ki's and qg's be chosen such that the DK -
conditions are satisfied. Let R; = g; mod k;. Then
Il‘iRimiF]i/(kiRi)_/Qi_= m;. (11)

Proof: .
Let & =]k;Rim;[q; /(kjRi) /q; = m;. It can be easily seen
that the following two inequalities hold:

8 < [kiRim;i(@; /(iR +D/q; _= mi (12)

and

8 2 [kiRim;(a; /(iRi)/g;_=mi.____—(13)——

Furthermore, the right-hand side of (13) is identical to m;
and that of (12) is |1ni +kijRim;/gj . On the other hand,
since m; is an integer and kiRim; / g; < 1, the right-hand side
in (12) becomes

rmi +kiRimi/qi_= m;. (14)

Combining these two inequalities. we obtain that m; <& <
m;. Finally, we have 6 = m;, since & is an integer.
Theorem 2.1: Let (g1, K1), (92, k2), ..., and (gn,k,) be n pairs
of positive integers satisfying the DK-conditions. Let the
vector S be computed by applying (1). Then (3) is the
inverse function of (2). that is, a message enciphered by (2)
can be decrypted by (3).

Proof: Let us prove the theorem by the following two steps.
First, from (1), define s; = P;N;" we have a vector

S = (S1,52,.--,5n); 1.6, S;=s;mod Q, fori=1,2,...,n.
Let
C'=M*S = Zinllmisi =ZP;1miPiNi : (15)

Since Pj's satisfy the following two conditions:

1) P;mod gi=q;modk;=R;; and
2) Pjmod g =0 if i ],

kiC' mod kigi = (ki Y1y m;P;N;)mod kigi=

=kmiR; [q; /(kiR;) mod kig. (16)
Furthermore, by Lemma 2.2,

kmR; [ai /(kiRi) mod kigi = kimiRi [q; /(kiR;) (17)

That is, kiC’ mod kig; = kmiR; [a; /(k;Rj)  for i=1,2,...,n.
In other words,

kiC’=yikigitkmiR: [qi /(kiR;) . (18)
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for some integers y;.
Moreover,

kiC’/qi=yiki+kimiR; [ai /(kiR;) /ai. (19)
Hence

|kic/a; =lyiki +kimiRila; /<iRq) /a; =

20
= yikj +|kimiRila; (kiR}) 7aj _ <0

By applying Lemma 2.3, we have

[kiC'/a; _ = yiki + m. (21)
Thus
m; = mod k;. (22)
Second, let
n
Q=[1a;. (23)
i=1
then

C’mod Q = (3]L;m;s;) mod Q = ((mys; mod Q) + ...
+ (m,s, mod Q)) mod Q = (my (s, mod Q) + ...

+ my(s, mod Q))mod Q = ( %misi ) mod Q = C mod Q.
i=1

That is, C’ = C(mod Q).
Let C’ = C + zQ, for some positive integer z.
We have

[kiC/q; _mod k; =( |ki(C'-zQ)/q; _mod ki =

= (|kiC'/ q; —k;zQ; ) mod k; = mod k; (24)

(27)

n
Q=TIg;
i-1

IV. CONCLUSION AND DISCUSSION

In other words, m;= |k;C'/q; mod k.

I1l. THE CONSTRUCTION OF THE CRYPTOSYSTEM

In this section, the algorithms for constructing the
cryptosystem, encrypting messages, respectively, are
presented.

.:
Iy (25)
and

Ni =g /(ki (@ modk;)) (26)

R=q MOD k

COMPUTE B
START

OMPUTE P=Q b

INITIALISE

A
READ gk \
/ FROM "CHEIS"

S=PN MOD Q
4
CALL SUB. CALCUL WRITE PUBLIC KEYS
FROM "MATH1.TPU" IN "CHEI"

4
C STOP ) STOP

Fig. 1. Key Generating for Each User
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